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Abstract—The vast majority of authentication methods depend on the existence of TTP (Trusted Third Party),
which might be in the authentication server or Certificate Authority form. The major objective of this study is to
provide an independent mechanism through which users may safely retain credentials without needing to rely
on TTPs. This can only be achieved via the usage of a decentralised network, where each user's individuality
serves as their login ID. Our proposed framework is a decentralised identity management system in which users
generate their own identities using Elliptic curve cryptography(ECC).
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l. INTRODUCTION

At the present time, networks do not have an authentication mechanism that can verify an individual's
identity in the same way which it does in the physical world. Anyone may attempt to register a name and use it
to fool others online. Centralized systems including VeriSign or other conventional certificate authority collect
extra personal data from the user to ensure his authenticity and keep an assured online monitoring in order to
give digital identities as well as key management for customers. Other systems, including Decentralized Public
Key Infrastructure (PKI) [1], are either fully or partly decentralised, with the users themselves being the sole
source of trust rather than the network itself. There are many possible uses for blockchain technology outside
the realms of digital money and smart contracts. The Internet of Things (1oT) is a popular use case for ledgers
because they can be used to record data about connected devices, including metadata that can be utilised to
understand how those devices function. As it can store vast amounts of data in its raw or smart contract forms,
blockchain is potent ally of Big Data [2] in this context. This facilitates more reliable analysis. The problem of
identification remains a constant. A TTP is always required since either the user's real identity is revealed by a
centralised system or the user is vulnerable to identity theft. This study presents an architectural framework for
the generation of digital assets utilising ECC as a cryptography suite and blockchain as an interactive storage
system.

A mathematical procedure using ECC will be performed over the user's uniqueness to produce user's
identity, making it impossible to misuse or steal. By relying on users' individuality, you may avoid problems
like those detailed in PGP's WoT [3], where any user is free to choose whatever name they want.

1. 3BI-ECCFRAMEWORK
Our framework's main components are shown in Fig. 1, with the focus being on the blockchain tandem and the
interactions between all system stakeholders. Each blockchain performs a unique task to fortify the system's
identification search and storing facilities.
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“Fig.1.3BI-ECCFrameworkDiagram
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Fig.2.Keypaircreationandstorage process.

Fig.3.Recovering password process

Fig.4.Basicuse of credentials in the enter prise communications system.”

Initialization of the fundamental blockchain.

The integrity of the network is checked against a primary blockchain. When a network is first set up, a subset of
nodes are selected to host the primary blockchain. Each participant in this central ledger creates a private/public
key pair using random data and stores its self-signed public key in a digital certificate. These certifications act as
master records for all other blockchains.

Identity Storage. The creation of a key pair is seen in Figure 2 above. A default, changeable password is
generated for every new account. One may generate a private key for a user as well as link it to a PIN by
hashing their newly-obtained password. The PIN is used to authenticate the user in connected systems, but it is
not part of the private key itself. The public key is produced and kept on the main blockchain utilizing ECC on
the private one. In addition to managing disqualifications, relational middleware software also does certificate
searches. To ensure the validity of all other certificates and keys, the first block of every identity blockchain
includes a certificate from the main blockchain.

Identity Revoction. The user's main identification is comprised of the public key and their email address. The
steps required to reset a lost password are shown in Figure 3. This is analogous to making a pair of keys. Now
incorporating long-term storage for the first time. The second blockchain, appropriately termed the "revoked
blockchain," is where all keys that have been revoked will be stored. The public cannot access any of these
blockchains at this time. Since the hash of the password is the secret half of the pair, passwords and/or PINs are
utilized to verify the authenticity of key exchanges.

Identity SearchingA key pair, such as the one seen in Fig. 4, may be used to cypher or sign a message. Class
scheduling and classroom allocation are two examples of non-critical systems where the PIN is employed.
Passwords are used for very important things including registration, email, and financial transactions. In order to
verify the accuracy of the information recorded in blockchains, it is always necessary to first compute the hash
from the password and then derive the public key from the hash.

I11. Features of the Framework
Complete integration with existing secure identity and communication infrastructure. The 3BI-ECC
may be linked with a system to generate, store, and utilise any credentials. Email or a document management
programme is required to access the public key vault. The network utilises specialised algorithms for launching
core and identity blockchains. To have many blockchains operate in parallel on the same node, an algorithm that
defines this is required. Not one of these books corresponds to another. Handling repeated password changes
without compromising security. The user's password is essential since it serves as the security system's
germinal. When this password is forgotten, changing it renews all thesecurity features. The user benefits from
transparency and security. Even if most security features are translucent to users, they must learn how to create
an effective system password and how they can preserve their credentials.

1VV. Analysis
Identity Privacy. A revoked public key is recorded on both blockchains, and when a user requests a new key,
the middleware checks both chains to see whether it matches. When signing a document, the system generates a
private key on the fly without saving the original, so that only the owner may use it. That is, the system as a
whole is not privy to the user's individuality that was utilised to produce the key.
Identification of nodes. Every node will have its own unique identifier to use in establishing connections with
other nodes. There will be a single network name that all users will use to communicate with the blockchain.

Department of Computer Science and Computer Application 54 | Page
Apollo Arts and Science College, Chennai Guduvanchery.



A Blockchain-Based Decentralised Identity Framework using Elliptic Curve Cryptography

Users will use a network of identities for searching stores, with the goal of making the framework’s workings
transparent.

Attacks. Blockchain's decentralized nature and its built-in security features are among the most essential
approaches for protecting the suggested framework. Each node has permanent access to both ledgers, which
makes manipulation very difficult. If there is just one server in the chain, then it's simple for an attacker to pose
as it and flood the network with fake certificates. The unique Proof of Work used by 3BI-ECC makes it
impossible for a malicious actor to fork the network and pretend to be one of the three blockchains.

Types of Certificate. Rather of relying only on a series of CAs to confirm an individual's identification, a new
kind of certificate is required. In order to create this novel certification, it is necessary to determine which
certain characteristics constitute an identity that may be unique throughout the network.

V. Conclusion
Numerous frameworks as well as pseudo-frameworks have been built to facilitate ad hoc and persistent
communication, but none have been used to create and manage users' identities in the online world. Therefore,
although the fact that each user is different helps make this research more secure, the participation of individual
users does not. Furthermore, there is currently no blockchain or ECC implementation which can be used to
create and store key pairs and identity certificates.
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